
EU General Data Protection Regulation 
(GDPR) or PDPA* – Reference Card 
The EU GDPR is effective from 25 May 2018, and it is the culmination of years of work by the EU to reform Data Protection regulation into a 
Union-wide framework instead of a patchwork of country-specific legislations. The GDPR affects all organizations that hold personal data on EU 
citizens, regardless of where the organization is based in the world. The maximum fines for non-compliance are the higher of €20m and 4% of 
the organization’s worldwide turnover.

*Personal Data Protection Act

REQUIREMENT SOPHOS PRODUCT HOW IT HELPS MEET COMPLIANCE

Stop hacking and malware

Stop attacks and malicious traffic at your network 
perimeter

XG Firewall Stops advanced malware attacks before they can hit 
your network and stops attacks from spreading.

Protect data on your endpoints Intercept X Keeps your endpoints secure from the latest malware 
and ransomware.

Automated, faster threat response Intercept X                                                                          

XG Firewall

Synchronized Security shares data between the firewall 
and endpoints to automatically identify and isolate 
compromised systems.

Protect data on your servers Server Protection Keeps your servers secure from the latest malware and 
ransomware.

Secure lost or stolen devices

Keep your data secure if devices are lost or stolen Sophos Central Device Encryption The easiest way to manage full disk encryption on PCs 
and Macs that secures your devices so data on the disk 
is always safe even if lost or stolen.

Sophos Mobile Protects data on mobile devices and includes 
comprehensive anti-theft and loss prevention.
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Reduce impact of human error

Train users to identify malicious emails Phish Threat Sends simulated phishing emails to users, testing 
susceptibility to attacks. Trains them on key things to 
look for.

Keep individual files secure wherever they go Sophos SafeGuard Next-gen file encryption keeps your data safe even 
when it leaves your corporate network and devices.

Protect sensitive data in the cloud Sophos SafeGuard Automatically and seamlessly encrypt and decrypt files 
as they are uploaded or downloaded from public cloud 
storage services like Dropbox and OneDrive.

Prevent unintentional disclosure Sophos SafeGuard Synchronized Encryption that is always on makes sure

all files are always encrypted everywhere.

Stop sensitive files being sent by mistake Sophos Central Endpoint Advanced Stops sensitive keywords in documents or specific file 
types from leaving the endpoint.

Specifications and descriptions subject to change without notice. Sophos disclaims in full all warranties and guarantees. This document and the 
information in it do not constitute legal advice. Customers are solely responsible for compliance with all laws and regulations, and should consult their 
own legal counsel for advice regarding such compliance.
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